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AEP SmartGate is an identity-based access management product designed for large-scale, distributed, information-sharing
environments. SmartGate, a FIPS-certified solution, enables organizations to securely exchange information with employees,
customers and business partners over any IP-based infrastructure. Advanced features enable federated identity and access
privileges across trusted organizations.

Key Features: Release 5.0

Enhancement Area
Authentication

Access Control & Audit

Encryption and Validation

Platform Strength and Support

Description

¢ Administrator option to use MS Windows Primary
Domain Controller for authentication

¢ Qualification of copy-protected USB smart card
device (AEP Networks SmartKey)

o Autoproxy PAC file support for Java agent

¢ Option for time-based access control lists.

FIPS 140-2 validation

e Mac OSX 10.4 SmartPass client support
¢ Solaris 10 server support

¢ Upgraded Java client to support JRE (Java Run-
time Environment) up to v1.5

¢ Administrator option to establish multiple groups
for Java agent users so a range of configurations
(shim/no shim, various URL pages, etc.) can be
engaged

¢ Administrator option to force all FIPS tokens
deletion upon SmartPass uninstall

¢ Access Control Lists (ACLs) are automatically
included in server back-up process initiated in
SmartAdmin

¢ Upgrade to InstallShield v11

¢ Auto-Disable exception groups

¢ AEP Networks branding

Benefits

Simplifies integration with other
infrastructure.

Provides portable, lower cost strong FIPS
token storage option.

Provides additional routing flexibility

Increases flexibility in access control and
resource availability.

Latest round of U.S. Government
certification of the strength of SmartGate’s

cryptography.
End user support for latest Mac OS.

Server support for latest Solaris that is
easier to implement and maintain.

Keeping current with underlying client
environments.

Flexibility for Java user deployments.

More complete uninstall process.

Easier back-up process for disaster
planning.

Keeping current with underlying
development tools.

Administrative flexibility for exempted
certain users from auto-disable rules

Association with a stronger corporate
brand
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Enhancement Area Description Benefits
PKI and Other Interoperability ¢ RADIUS secrets are hidden on the SmartAdmin More secure integration with 3rd party
page and users .ini file. systems.
e PKI for SmartPass Java agent Java users can now plug into the same

PKI glue that SmartPass/SmartGate
provides for rest of the client platforms

About AEP Networks Accreditation

AEP Networks offers a comprehensive Policy Networking solution that provides complete security starting
at the endpoints and working throughout a network — from the edge to the core. AEP’s integrated portfolio
of security products includes network admission control enforcement points, identity-based application
security gateways, SSL VPNs, high assurance IPSec-based VPN encryptors, and hardware security modules
for key management. Our products address the most demanding security requirements of public-sector
organizations and commercial enterprises internationally. The company is headquartered in Somerset,
New Jersey, with offices worldwide.

Contact Us
CORPORATE HEADQUARTERS GOVERNMENT SOLUTIONS GROUP EUROPE ASIA-PACIFIC JAPAN
347 ELIZABETH AVE., SUITE 100 40 WEST GUDE DRIVE, SUITE 100 FOCUS 31, WEST WING SUITE 315, JUJINGYUAN YONGIJIN PLAZA  JOYO BLDG 6-22-6
SOMERSET NJ 08873 ROCKVILLE, MD 20850 CLEVELAND ROAD #266 - 268 WEST LAKE AVENUE, SHIMBASHI MINATO-KU
TOLL-FREE: 1 877 638 4552 TOLL-FREE: 1 800 495 8663 HEMEL HEMPSTEAD SHANGCHENG DISTRICT TOKYO 105-0004
TEL: (+1) 732 652 5200 TEL: (+1) 240 399 1200 HERTS HP2 7BW U.K. HANGZHOU CITY JAPAN
TEL: (+44) 1442 458 600 ZHEJIANG PROVINCE 31002 TEL: (+81) 3 3432 3336
CHINA
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