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Executive summary
This report presents the results of measuring the difference in disk perfor-
mance between a disk encrypted with Check Point Endpoint Security Full Disk 
Encryption™ and an unencrypted disk. Testing included a laptop 750MHz PIII, and a 
desktop PC 3GHz P4. Both of these devices ran Windows 2000 Professional SP4.

The effect of using a disk encryption product is usually negligible for a business 
user. Efficient encryption algorithms such as the Advanced Encryption Standard 
(AES) and standard powerful CPU processors in typical PCs contributed to mini-
mal impact by encryption on overall performance. Most users will not notice a 
performance difference even though a certain degree of performance degradation 
is present whenever encryption is used. Results reported in this white paper mea-
sure actual performance effect of encryption for the two mentioned configurations.

PassMark performance measuring software (see www.passmark.com/products/
pt.htm) was used to measure disk performance. We used PassMark’s compre-
hensive test suite to measure performance of a PC where disk performance is 
weighted by an importance factor of 20 percent of the total performance. When 
running the whole test suite, the desktop configuration with Check Point Full Disk 
Encryption installed showed only -2.9 percent performance drop from the unen-
crypted configuration (see Fig. 1).

Performance measured three types of disk operations: large file sequential read, 
large file sequential write and, the most important, the random seek combined 
with read and write operation.

Fig. 1. PassMark rating for all tests (excluding 3D graphics)
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The Random Seek + Read/Write test most accurately represents real-world use 
for a majority of users because files on disks fragment after a few weeks of use. 
Storage and retrieval of files on fragmented disks requires assembly from or 
writing data to many different places on the disk. Sequential reads usually only 
happen when the operating system is started fresh; sequential writes mostly hap-
pen when the disk is brand new. This is why the best real-world measurement of a 
data transfer rate is a random seek, which emulates moving the head to different 
tracks on the disk while reading/writing a file on a fragmented disk. It is the  
latter test that best describes the performance difference between a disk with  
disk encryption and an unencrypted disk.

The result for Random Seek + Read/Write test revealed minor changes of 2.4 
percent to 5.1 percent performance difference between an encrypted disk com-
pared to the disk performance before encryption on the tested platforms (see Fig. 
2). The difference for sequential reads and writes is significantly higher. A faster 
CPU improves performance for the sequential read/write but sequential read 
and write are much less of a concern in the common use of a computer. Even 
though encryption is CPU intensive, it is the seek time between tracks that really 
determines the practical rate at which a disk can assemble or write data, not the 
encryption application or CPU configuration.

PassMark performance test background
PassMark software includes different standard test suites. Each suite contains 
several tests to measure various aspects of computer system performance. The 
result of each test in a suite is combined into a section score (called a “Mark”), and 
presented using a particular unit of measurement in bar charts.

Following are standards test suites and tests in PassMark:

CPU test suite tests the performance of CPU operations.

•	 Integer (32-bit and 64-bit addition, subtraction, multiplication, and division)

•	 Floating Point (32-bit and 64-bit addition, subtraction, multiplication, and division)

•	 SSE (128-bit SSE operations such as addition, subtraction, and multiplication)

•	 Compression

Fig. 2. Results for Random and Read/Write operations

Performance difference—Encrypted vs. unencrypted disk
Laptop 750MHz P3 512MB RAM, Win2k SP4

Performance difference—Encrypted vs. unencrypted disk
Desktop 3.0GHz P4 2GB RAM, Win2k SP4
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•	 Encryption

•	 Image Rotation (rotate image coordinates in memory)

•	 Random String Sorting

•	 Find Prime Numbers

Graphics test suite tests standard two-dimensional graphical functions that 
exercise the standard Windows graphics functions, frequently used in a business 
computer setup.

•	 Quick Line Drawing: The color is changed every 500 lines to enable the lines to 
be seen in the test window

•	 Painting Bitmaps: A bitmap image is painted into a window as quickly as possible

•	Outline Shapes: An ellipse and a square with rounded corners are drawn into  
a window

•	 Fonts and Text: Tests the performance of the graphics card with the typical 
rendering of fonts and text

•	 GUI: Tests the performance of the graphics card and windows display 
settings for interacting with the Graphical User Interface. The test includes the 
performance measurement of Common GUI controls: treeview, listview, sliders 
and edit boxes, as well as window movement and resizing

Hard Disk test suite measures performance when reading and writing files. We 
will explain further in a separate PassMark disk test section below.

CD/DVD test suite comprises one test that reads data from the CD drive.

3D Graphics test suite tests the DirectX 3D graphics system and is not part of 
most business configurations. Consequently, we did not run this test. This  
exclusion can be seen next to the PassMark result in the figure above indicated  
as “partial result.”

As noted in the PassMark Rating (Fig. 1) the overall performance is only very 
slightly affected by disk encryption, which is important taken in consideration 
of the different types of hard disk tests used in this analysis. Details for testing 
design, execution, and results are presented below.

Performance theory
Understanding disk performance with encryption
Encryption is CPU intensive, even when using the Advanced Encryption Standard 
(AES). Efficient disk encryption programs are implemented using a low level fil-
ter driver, encrypting all data sent to the disk and decrypting data read from the 
disk. In general, the more efficient the encryption filter (i.e., the actual encryption 
algorithm and filter functionality), the less effect it will have on overall computer 
performance. A fast CPU will be able to crank data through the filter faster than 
a slow CPU. A slow disk will “load” the CPU less than a faster disk would since it 
would provide less data per time unit to be processed by the filter. Other issues 
with hard drives, such as average seek time, will have a greater effect on the result.
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Hard disk architecture
A hard disk is a set of stacked platters, each with two surfaces and divided into 
concentric rings called tracks. Each track is divided into sectors—the smallest unit 
of information that can be read from or written to the disk. A sector is the smallest 
addressable portion of the disk.

To access a sector surface, the track and sector need to be specified for a par-
ticular operation. All tracks on one drive that can be accessed without the heads 
being moved constitute a cylinder. Each track has equal capacity, which means 
that inner tracks are more densely recorded. This allows the read/write head to 
have the same speed over each track. Sector sizes vary but are usually 512 bytes 
in size. There are normally thousands of tracks per disk surface. To improve I/O 
efficiency, transfers between memory and disk are performed in “block” units of 
one or more sectors.

The disk movement comprises three distinct physical operations that take time 
to carry out; seek time, rotational delay/latency time, and transfer time. To access 
a block on the disk, the system must perform a “seek” operation by moving the 
head to the appropriate track or cylinder. Time to complete this operation is called 
seek time. Seeking different tracks is likely to happen very frequently in a mod-
ern multi-threaded operating system environment, where several processes are 
contending for use of the disk at one time. Most hard disks available today have 
average seek times of less than 15 milliseconds (ms) and high performance disks 
have average seek times 7ms or less.

Once the head is at the right track, it must wait until the desired block rotates 
under the read/write head. This delay is the latency time. Average hard disks  
usually rotate at about 5,000 rotations per minute (rpm), which is one revolution 
per 12ms. The rotational delay is usually half a revolution, or about 6ms. As in the 

Cylinder

PlatterBoom Head Sector Spindle Track
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case of seeking, these averages apply only when the read/write head moves from 
some random place on the disk surface to the target track. In many circumstanc-
es, rotational delay can be much less than the average. Once the data is under the 
read/write head, it can be transferred and the transfer time is given by the formula:

Transfer time = Number of bytes transferred 
X Rotation time 

/ Number of bytes on a track

Transfer time for one sector depends on the number of sectors on a track. For 
example, if there are 63 sectors per track, the time required to transfer one sec-
tor would be 1/63rd of a revolution. Total time to service a disk request is the sum 
of the seek time, latency time and transfer time. For most disks the seek time 
dominates, so reducing the mean seek time can improve the system performance 
substantially. The primary concern of disk performance is to minimize seek and 
latency times. This goal is often thwarted because disks are quickly fragmented in 
normal business use.

Normal fragmentation
Files in a file system are broken up into pieces called blocks. When a disk is new, 
there is space to store the blocks of a file all together in one place. This allows for 
faster sequential file reads and writes. As files are added, removed, and changed 
in size, the disk becomes fragmented, which leaves only small holes available 
for placement of new data. When a new file is written or when an existing file is 
extended, the new data blocks will be scattered across the disk. Scattered  
placement slows access due to seek time and rotational delay of the read/write 
head. Fig. 3 shows how fragmented a normal disk may be just one month after  
full defragmentation.

Fig. 3. Normal fragmentation pattern after four weeks of use



8     Check Point Software Technologies, Ltd.

Testing the Effect of Encryption on Disk Performance

Performance testing methodology
Testing suite for measuring disk performance
PassMark performance measuring software was used to measure the actual 
disk performance. In order to find the answer to the true disk performance, we 
concentrated on using the standard disk performance tests, measuring only disk 
performance using three types of disk operations, large file (200MB) sequential 
read, large file sequential write, and most importantly the random seek combined 
with read and write operation. 

There are a few factors which have a bearing on transfer speed, most importantly 
the manufactured access/seek time of a drive. Faster drives tested under the 
same conditions will simply record higher data transfer speeds.

A system cache also affects the read and write speed of a drive. The cache is a 
high speed area of memory which a Microsoft Windows operating system uses to 
store recently accessed data. If an application makes repeated requests for the 
same data, it can be taken directly from the cache very quickly without having to 
be decrypted again, and the cache reduces the necessity to read from the disk 
drive each time.

Caching is used by default by most applications, but an application may request 
uncached read and write operations. PassMark’s basic test uses uncached opera-
tions to ease comparing results and make the result predictable. In the real world, 
data is cached and performance is considerably higher than when using uncased 
reads and writes.

PassMark’s advanced test options allow for the ability to experiment with settings 
for higher performance. To enable easy comparisons between system results, we 
used the standard disk test settings.

As discussed above, the Random Seek + Read/Write operation is the test that 
accurately mirrors real-world use since it resembles operations on a typical 
fragmented disk. Results from this test are best used to judge the performance 
difference between a system with disk encryption and an unencrypted disk.

Test configurations
Two PC configurations were used for the tests. One was a laptop with a 750MHz 
P3 processor, 512MB of memory, and a 60GB hard drive with 5,400rpm 12ms 
average seek time. The other was a desktop PC with a 3GHz P4 processor, 2GB 
RAM, and a 10GB hard drive with 5,400rpm 9.4ms average seek time. Both ran 
Microsoft Windows 2000 Professional SP4.

Pretest preparations
We followed these precautions for effective and accurate measurement:

•	 Stop all other applications before running the performance test. This includes 
Internet connections, active live updates, taskbar programs, etc.

•	 Turn off virus checkers when running the disk tests because these applications 
usually degrade performance far more than disk encryption

•	Once a test has been started, leave the test to run without starting or interacting 
with other applications (i.e., don’t move the mouse or Alt+tab to other 
applications, etc.)
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•	 Normalize amount of content on the disk. Capacity utilization and cluster size 
can affect the read/write performance of a disk. Position of the test file on the 
disk (inner cylinder or outer cylinder) can also affect the performance. The only 
way to avoid this problem is to only test newly formatted disks that have the 
same cluster size. For example, the performance can be degraded by more than 
50 percent if the disk is almost full, compared to if the disk is newly formatted 
and almost empty

•	 A fragmented disk can adversely affect performance. Therefore, we ran the 
Windows utility for defragmenting a disk before testing. We did not defragment 
between encryption/decryption since this may move the place to which the 
test files are written and thereby change the result significantly. Therefore 
load Check Point Full Disk Encryption into a folder in “My Documents” before 
performing any test

•	Windows can sometimes fire a process that can interfere with the accuracy of a 
test. A test may need to be run a couple of times or over a longer period of time 
to get an accurate result

•	 Adequate RAM is required to get a real indication of system performance. 
Results will be dramatically lower and inaccurate if Windows needs to swap 
processing out to disk during testing

Doing tests with PassMark
The disk standard test suite contains a number of tests that “exercise” the hard 
disk of the computer. For each test, a file is created in the root directory of the 
selected disk. The file size needs to be large in order to get an accurate measure-
ment. The test file size is 200MB and the read and write block sizes used are 
16KB. Under Windows 2000 and XP, each test uses noncached asynchronous  
file operations.

Disk Sequential Read. A large test file (200MB) is created on the disk under test. 
The file is then read sequentially from start to end.

Disk Sequential Write. A large file (200MB) is written to the disk under test. The file 
is written sequentially from start to end.

Disk Random Seek Read/Write. A large test file is created on the disk under test. 
The file is read randomly; a seek is performed to move the file pointer to a random 
position in the file, a 16KB block is read or written then another seek is performed. 
The amount of data actually transferred is as close to real-world use and is highly 
dependent on the disk seek time.

After taking the steps discussed in “Pretest preparations,” start the PassMark 
Performance Test 6.0 (or later) program. By default drive C: is used but this can be 
changed from the Preferences Dialog. Start with an unencrypted disk. Press the 
disk symbol on the line of icons or select from the menu Tests > Disk > All.

The test will start immediately (Fig. 4) and the results (Fig. 5) should be available in 
only a few minutes.

Save the results of the test as a new baseline under File > Save as baseline. 
Name the filename something easy to remember such as <Desktop 3.0GHz P4 
Unencrypted>.bt. Then encrypt the drive and run the test again. Click on the bar 
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graph icon. Select the previous baseline created and click “add” and then OK. 
Now compare the actual results as shown below.

Note: To get the exact graphs shown below the PassMark result for the encrypted disk will 
have to be saved as a new baseline (similar to what is described for the unencrypted disk 
above), decrypt the PC, and run the test again.

Performance test results
Test results for the desktop and laptop platforms are shown in Figures 6 and 7.

The results show that in daily use (the test case of random seek + read/write), there 
is only a 2.5 to 5 percent performance difference for an encrypted disk compared 
to the disk performance before encryption on the tested platforms. The difference 
is hardly measurable. The difference in results between multiple test runs varies 
between 2 percent to 6 percent.

The difference in the test cases for sequential reads and writes is significantly 
higher but of less importance relative to the real-world use of a computer as we 
have examined in the previous sections. This explains why during startup, an 
encrypted disk is sometimes perceived to take a little longer time to start fresh 
than it did before encryption. There is no perceived difference in performance 
once the computer is running or when standby is used.

Although encryption is CPU intensive, system performance is all about seek  
time between tracks, not the encryption process or CPU configuration. In older 

Fig. 4. PassMark disk performance test—Step 1, test in progress

Fig. 5. PassMark disk performance test—Step 2, results shown



Check Point Software Technologies, Ltd.     11      

Full-disk encryption testing shows no performance difference from systems without encryption

systems where the hard drive has longer seek time or the CPU is slower, the effect 
of encryption is even less pronounced because the bottleneck is actually access 
to the data on the disk.

Conclusion
In practical business use, the performance effect of most disk encryption prod-
ucts is negligible. Efficient encryption algorithms such as AES, combined with 
the faster performance of modern laptops and desktops, make the case for disk 
encryption ever more appealing. A staggering performance increase in CPUs 
relative to the stagnating performance of data transfer rates of hard drives makes 
full-disk encryption the obvious choice over selective encryption products, which 
often leave sensitive data unencrypted.

When running the PassMark performance test program’s standard test suite, a 
common PC configuration with Check Point Full Disk Encryption showed just a -2.9 
percent overall performance difference compared to an unencrypted configuration.

When measuring actual disk performance, the Standard Disk test in the PassMark 
suite shows that in the test case mirroring daily business use of a hard disk, there 
is only a 2.5 to 5 percent performance difference between an encrypted and unen-
crypted disk. Furthermore, the nominal performance degradation of 2 to 5 percent 
will be further reduced by the use of caching.

In conclusion, for the average business user, testing clearly shows that protection of 
data using full-disk encryption includes no practical penalty in performance of the PC.

Fig. 6. Performance test—Encrypted vs. unencrypted disk  
Desktop 3.0GHz P4 2GB RAM, Win2k SP4

Fig. 7. Performance test—Encrypted vs. unencrypted disk  
Laptop 750MHz P3 512MB RAM, Win2k SP4
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