Mimecast Whitepaper

Email Continuity Success:
Achieving true continuity
with Mimecast

Correctly balancing availability , recovery and continuity strategies
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“ Emal downtime is a souce
of real aggavation, log
productivity, reputation risk,
potential regulaory
consequence and lograde. ”

“ Conventional appoaches
emal ocontinuity are technially
complex, expensie to opeiate
and mainain and ivoking them
can usually only be jtified in
the mog serious of dissters. ”

“ Mimecad change this pictue
completely by delivering a
unique gaeway based emal
Cortinuity solution & a sevice
via the Iernet. ”

On Demand Security, Storage & Continuity

mimecast

unified email management

A Guide b achieving true emal continuity

Correctly balancing avéability, recovery and ontinuity strategies

All emal systems wil fail a some $age. Rilure @n result from software error, hadware
failure, a $orage poblem, human err, a utiity outage, a nework problem, or a
catagrophe such a a flood, fie or theft. Undestanding these posdiilities enabls
companies o plan, povision and potect their sevices appopriately and b avoid the
signifi@ant cogs and risk tha emai failure wil presert to their businss.

End uses rate emal as their number one applétion and place a hew reliance on itér
mary busines functions. Embdowntime is a sowre of eal aggavéion, log
productivity, reputation risk, poential reguldory mnsequence and lograde. Potecting
the uptime of emal sewice and emaidata accss is theefore a key regponsbility of IT
professionals.

Unfortunately mnventional appoaches to emal continuity are technially mmplex,
expensie to opelate and maimain, and imoking them an usually only be jti§ed in the
mog serious of dissters. The also do not ater for mary downtime scenarios and &ve
mary organiations inalequéely potected despite their signifiant invegments. The
cos of ensuring emaiuptime remains a pohibitive factor, and maiyy omganiations IT
budges ae aleady under pessue to deliver more businas alue.

Mimecad changes this pictue completely by delivering a unique gaway based emal
continuity solution & a sevice via the Iternet. Mimead's sewice is omplimertary to
any exiging invegments in emdiuptime and wil comprehensiely incease ugime
capabilities with a modet budge and & no additional @4 for exiging Mime@d users.
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“ Many companies do not et
male the diginction beween
Availability, Reovery and
Cortinuity. ”

“ Corectly balancing thee
strategies enables @mpanies o
achieve an opiimal level of
emal sewvice ugime well within
their budges. ”

“Mimecad has aggessiely
innovated to provide an emdi
Cortinuity sewice via the
Internet. ”
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To undestand Mime@d's role in potecting emdi uptime let’s @nsider the thee ley
strategies tha IT de@rtments mus inved in to succed a meeting their olganiation’s
demand ér emal uptime. These thiee drategies ae Availability, Reovery and
Cortinuity.

Availability Strategy

Availability invegments seek ® ensue tha systems never fail, or tha the possbility of
them failing is educed. Typially this include the use ofedundart and resilient
infragructure. (eg.: RAID hardrive g/stems, gstem clusering, and edundart network
topologies). In theoy there is a diect @rrelation between the amouhspent on
awailability technologis and the lgels of ugime sulsequerily achieved. Havever due
to the loalized naure of aailability systems, the pesigence of single pots of filure
elsavhere and the allibility of mary availability technologis & either a hadware or
software level, ompanies gill need to plan br the potential failure of these ystems.
Often, realization of these limigtions is only disavered during an ouage, eal or
simulaed.

Reovery Stategy

Rewovery drategies ae designel to ensue tha if and when somihing goes wiong,
sysems @n be ecovered and sevices @n be estored within an accefable timdrame.
Typial technologis include &pe backp solutions, online baclp, and ofsite dea
replication with sandby mal sewers.

Rewovery drategies have two performance crieria, firstly they seek ¢ avoid ary loss of
data as a esult of a gstem failure and seondly minimizing the @covery period.
Reovery is seldom achied without some degge of dda loss a g/stems @n only be
recovered to the poirt at which the lat working backup wes taken. Relucing the
recovery period sulstantially requires signifiant budge as alditional hadware,
real-time dda replication infragructure, advanced IT sKis, and ofsite faciities mus be
made available.

Reovery of baclkd up dda is ly no mans a guantee tha restored systems wil be
fully functional. Mdi sewers rely on lage monolithic fie gructures and erors @n take
extended periods of time d occur

Ewen when the ecovery period ha been educed by the applietion of technial
solutions, the busings mg dill suffer extended downtime in mary disater scenarios.
This is dued the managemenprocesses tha mug be followed by a @mpany during a
disaster. This m# include the onvening of a crisisenmittee who wil assess the atent
of the problems, onsider the risk and impct, explore various esolution scenarios, and
then finally ma giwe the go ahed to IT b invoke their part of the DR plan. Human
involvemert and managemenprocesses wil impose signifiant latency on wha
otherwise ould be a shoer techni@l recovery period.

Reversing the DR plan an@turning businass gstems b normal dter the disater is
dealt with is also aesource irtensiwe process. Reovery plans ae therefore seldom
invoked trivially.
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“ This ofers cmmpanies the
missing piece of the emAi
uptime puzzle ly enabling IT
professionals ¢ provide an
instantly available gandby
emai sewice © theiruses.”

“ Mimecad will autometically
gueue and povide real-time

access b new emals tha are
pending inbound deliry. ”

“ End uses ae able b accas
emais in the inbound queuesaif
they were in an inba. ”
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One also annot assume thaall recovery processes wil go acording © plan. ey
technial gaff may not be immeliately available, ecovery systems and échnology mg
fail, and the disater may dfect your recovery infragructure too. It is senglle to
augmert a Reovery drategy with a Cotinuity srategy tha provides an independenset
of sewice opions t your busines.

Cortinuity Strategy

A Cotinuity drategy povides the ogion of @mntinuous accss b sewices during a
sysem failure via an independédroffsite infragructure. This ifragructure is typi@ally
loosely oupled with the primay emal system.

It can be usd to keep uses productive and ommuniating during the lag biere a full
sysem recovery plan is inoked, whist it is undeway or indeel as an alernaive to
invoking a full &ilover to a ecvery g/stem.

It can also be mde available © end uses during a minor owge, plannd downtime or
maintenance making theast and @mplexity of svitching b a full poduction ecvery
site unnecessay.

Most companies hase not et idertified how to achieve this level of @ntinuity grategy
with esserial sewvices lke emal. Without this ontingency in place thefeel ompelled
to over-inved in both Availability and Reovery drategies which in eality may keep the
awailability of sewvices such a emal at a surprisingly I level.

Making the diginction

Many companies do not et make the diginction beéween Availability, Reovery and
Cortinuity. By fully undestanding the seprate ogtions aailable in ech srategy
companies @n aoid over-inveding, be moe regonsiwe to their end uses neals, and
eliminae their exposue to a boader sé of risks. Corectly balancing thee s$rategies
enables ®mpanies to achiese an opiimal level of emal sewice ugime well within their
budgés.

Cost

Mimecast Continuity

Tk
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% Service Availability

Fig. 3 Comparative costs of reducing downtime
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“It enables you to deliver a
"business & usual" epability
during wha might otherwise
have been a signifi@nt and
costly event for your
business.”

“ To achiee this esult,
Mimecag architected and
developed a unique and
powerful MTA software
platform, delivered from a
highly secue and esilient
infragructure. ”

“ Mimecad provides online
adminidration tools which put
complete real-time @ntrol over
these sevices in the hands of
their cliert's adminigrators. ”

On Demand Security, Storage & Continuity

mimecast

unified email management

The solution

To help meethese challengs, Mimeag has aggessiely innovated to provide an emdi
Cortinuity sewice via the Iternet. This apability is available @& a $andad part of the
Mimecad sewvice, which also includea emote geogaphially diverse MR and
sophigicated routing iffragructure, advanced emal security and policyantrol,
reporting bols, and longdrm emal sorage, all deligred as a utlity style sewice.

Mimecagd is the only ompany to provide this unique Cdmuity sewice & a @rt of a
fully integrated emal managemenplatform. This ders @mpanies the missing piece of
the emal uptime puzzle § enabling IT mfessionals® provide an insantly available
standby emal sewice D their uses.

Disaster recovery timeline without Mimecast

Outage pccurs | Technical diagnosis | Crisis committee | Decision taken 1o pR process initiated DR successfully Users back online
| I invoke DR Plan completed
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User experience without Mimecast

Users online via
recoverad systems

Users offline Users offline Users offline

Disaster recovery timeline with Mimecast >

! |
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! | invoke DR Plan | completed
i |

User experienceiwith Mimecast 1

Users online via

Users online via Mimecast Users online via Mimecast recovered systems

Fig 2. Disaster recovery timeline & user experience

The Mimeag Difference

Mimecad provides a geogaphially diverse and esilient MX gaeway infradructure that
incorporates alvanced security functions and sophisated MTA tools such a $lit
routing and online queue managemeiimecag provides online @minidration tools
which put omplete real-time ontrol over these sevices in the hands of their cli¢'s
adminidrators.

In a disater or when ypur primary emal system or néwork fails, Mimeag will
automdically queue and pvide real-time acces b new emals tha are pending
inbound deliery.

This accss @an be povided directly o end uses who @n read, reply, forward their ovn
emal and ceate nev messags via an ayy to use veb mal faclity. Uses' accss b this
faciity can be autheticated agains exiging neawork log-in cedertials via Mimeast
Active Diectory §nc. Saff are also povided with rich sarch and accss b a
configurable amoun of emal higory dored by Mimeas.
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“ Compmnies aound the world
use Mimead's emal continuity
sewice & an integral part of
their uptime drategy ”

“ Mimecad can be elied on in
practically ary disater scenario
to keep the busines
functioning.”
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Unlike other ontinuity solutions, the Mimead sewvice doe not lequire ary manual
rerouting or deliery to a seond mal sewer, nor does it require ary agens or
appliations ingalled onsie.

End uses ae able b accass emds in the inbound queuesaif they were in an inba.
Should queueea-routing be equired to an alernate mal sewer for recovery, this @n be
configured via the Mimead adminidration console in eal-time.

Alternaively once pur primary emal system is ecovered, emals wil seamlessly moe
to each end uses primay inbaox, including all emés they have ser during the outge.

Companies aound the world use Mimeead's emal continuity sewice & an inegral part
of their ugime drategy & it povides an atremely o4 effective, ingantly available and
unohtrusive mntinuity faciity.

Mimecad can be elied on in pactially ary disater scenario @ keep the businss

functioning. It enable you to deliver a "businss & usual" apability during wha might
otherwise hae been a signifant and ogly event for your businss

Here is hav it works

Fg. 4 Hov Mimeag keeps uses working
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On Demand Security, Storage & Continuity

Unique gdeway architecture

Raher than looking abolgering the primay in-house emainfragructure which is the
domain of aailability and ecovery drategies, Mimeag works upstream and "in the
cloud" & the gaeway MTA to deliwer true ®@ntinuity capabilities.

This is a logad place 6 deliver mntinuity as it is:
a. independen from and loosely @upled with the primay infragructure
b. already the poirt of receipt (via MX ecords) and deligry for emals in the
company's domain

Furthermoe, it males sensedr Mimea@s to provide these ontinuity sewices & it:

C. stores and povides accss b a etained cache of emds which ae usdul for
both continuity and ecovery

d. delivers sewices from a esilient geogaphially diverse @mputing grid

e. offers end user log-in acse baed on the Micpsoft Active Diectory credertials

f. provides rich queue vibility managemenoptions to adminigrators

To achige this esult, Mime@g architected and dereloped a unique and peerful MTA
software plaform, delivered from a highly secerand esilient infragructure.

Applicability of strategies in event of system failure

A final note on Reovery

Practically all ecoveries from backip are prone o risk and dilure. This an male the
recovery period unpedictable and the dee of the l&t good backip may indeal not be
the mog recert backup run. Poblems such ssddabase orruption typically develop
within a ystem over a period of time maning tha the company may have to go backa
previous backip daa to eliminae crruption and dfectively prevent its reoccurence. In
all @ases the lat succesdul backip will almog certainly not ontain all ecert data as the
outage mg have occured some hous or e/en days dter this backip was taken.

Mimecad keeps @chal mpies of emdls for a onfigurable period within clietis
Mimecag acounts and hence is abl® toffer a unique dea replay sewice. Thisan
redeliver missing emé#s back & a mai sewer dter a ecovery from backip. This help
clients to achieve their recovery objective of zro daa loss, and mvides enhancd
protection againsfailure in the ecovery process.
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About Mimeast

Mimecag is the leding innovator in the Softvare as a Serice busings emdi
managemenhmarket. The ompany provides best practice masaging securitygorage,
continuity, business irformation managemenand policy ontrol to clierts aound the
world via a unifié internet based architecture. Mime@d was founded in lae 2002, and
is headquartered in the UK.

Where to now?

Mimecag offers a pesonal lie demongration via the veb. To equest a demongration
contact us on:

www.mimeag.com
info@mimeag.com

Mimecag UK & Euope Mimecasgt North Ameria Mimecag South Afria Mimecag Offshore

2-8 Balé St, hgs Coss, 275 Gove Steet, Buiding 2, Sui 400, Morningside Close @te Rirk, Block G, 1$-loor The Pwerhouse, Queens RdaSt Helier
London N1 9EG Newton, MA @466 222 Rienia Rod, Morningside, Bb&63 Jesey, JE2 3AP

tel: +44 207 843 2300 tel: +01 67 663 5770 tel: +Z7 11 58 500 tel: +4 (0) 184 72300

emai: inffo@mimeas.com emai: inffo@mimeas.com emai: inffo@mimeas.co.za emai: inffo@mimeastoffshore.com



