Mimecast Whitepaper

Emal Security Suces:

Securing gur emal infragructure
Wha's been going wong and hav to fix it.

On Demand Security, Storage & Continuity Online. Real-time. Always.



“ Current approaches o emal
security be thg LAN or
Managal Sevice Povider
based, ate failing to eliminae
vulnembilities.”

“ Mimecagd resolwes the
numetous poblems inheent in
current emal security ”

“ Within the SMTP @tocol and
the condruction of an SMTP
emal message, thes are
several opportunities to exploit
weaknesses. ”

“ Mimecag usess avoid the ©g,
risk and emba@assmern of log
messags without the neel to
apply aminidratively irtense
quarantine monitoring.”

mimecast

unified email management

Securing gur emal infragructure in 207
what's been going wong and hav to fix it.

Emal is nov your mog critical busines applietion. It warrants robug protection.
However, curent approaches to emal security be thg LAN or ManagkeSevice Povider
based, ar failing to eliminde vulnerbilities. Cusomers nav face inceased mmplexity,
decreased control and vidbility, variable dfectiveness, noticable message deliery
delays and indequéae protection fom new threats.

Mimecags ARMal SMTP is a unique xtegenegtion approach b emal security This
whitepaper eplains haov Mimeas resolves the numeous poblems inheent in curent
emal security and hav to comba the various nev forms of emdisecurity theat that
your nework will probably be subjeed to.

The anaomy of an emali att ack:

Emal is a populardol for criminals on the liernet. It is d@tractive to criminals beause
of the wide populéion of s/stems and usex available © interact with on an almds
entirely anorymous bais. Wheher the dtack is simplygam based or a omplicated
and diected blendel-threat the intention is frequertly financially motiated and the
target is often mndom.

Ther are four geneal types of dtack:

1. Adirected criminal dtackaimed a stealing irformation or cmpromising the gstems
of a pecific ompany or néwork, often deplged using pecifially ceafted tools.

2. Arecruitment attackaimed a extending the #aclers ovn negwork of "ombies" or
machines under their ontrol which ae sutsequerily used for hire or to deliver pam,
propagée viruses andbr mourt digributed denial of serice (DDOS)tacks.

3. Asabotage dtackaims b wreak havoc on an oganiation or the Inernet in geneal.
These ae often ego motiated where the dtacler or author of the virus seskeither
vengeance on the victim, gater notoriety or financial gain, usually tbugh blackmai

4. A spam/sam dtackaims b pump unsolicekd commercial or faudulent bulk emai
onto your network in the hope of either winning the cien of your gaff, having them
participate in a pogram tha benfits the sammer (eg.: buying a articular $ock), or
have them povide \aluable ifiormation to the &tacler. (eg. Phishing)

The andomy of an emdibased atack, wheher directed or pam based, wil be
determined by the irtentions of the d@tacler. Within the SMTP ptocol and the
condruction of an SMTP enlainessage, thex ae seseral opportunities to exploit
weaknesses both knavn and unknavn. This allws the dtacker malicious acas b your
resources.
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“ An irtegrated blend of
defensiwe techniques and
intelligert counter measures ae
required. ”

“ With the alvent of blended
threats, the discipling of
virus/malware and pam
fighting have begun ® memge. ”

“ Compnies ae failing to
provide ®mprehensie
protection Pr their emal
sysems ”

“ Managel sewice poviders
offer clierts shaed use of lage
deploymerts of softvare
originally deignedl for single
comparny use ”
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Attack Type Impact

1. Directed \
2. Recruitment EEE> -

3. Sabotage )
4. Spam / Scam ,

Financial losses
System downtime
Reputation damage

Loss of data
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Legal liability

The four attack types and threats presented.

An dtack @n be one or a@mbination of the following:

An emal attachmert containing malicious xecutable ode

Encypted mntent as abwe

A file embelded inline in an emaimessage

The ongruction of the SMTP or MIME of the seage gelf

HTML elemets within the mesage or dect link b malicious websites

-~ o a0 o

An abusie delivery pattern aimel & stealing iformation or derying sevice © your
networks

Malicious ontent can require the ®@operation of the recipiert to execute or seekd
exploit a pe-exiging vulneability within the opesting s/stem or other softvare
residert on the recipiert's machine without the @-operation of the recipiert. In mary
cases malicious ade seek o propagéae itself and ifiect other machine using the
resources of machine aleady mmpromised or those vulnesble © exploit.

To povide @mprehensie protection againsall types of dtack an itegrated blend of
defensive techniques and inelligert counter measures ae required.

A gandad Arti-Virus signé&ure s@nning and ontent filtering appoach, br example,
may atch a lage poportion of knavn atachmern based sabotige dtacks; havever it
will be helpless againsa ecific argeted atack or sabaige d@tack using a denial of
sewice \ector.

With the alvent of blendel threats, the discipling of virus/malvare and pam fighing
have begun 6 merge  form a single emasecurity discipline. Mimext ARM& SMTP
is a leading ecample of this discipline and dediss a nev and moe dfective drategy br
email security

Why do we nead a new approach to emai secuity?
Thete arwe four primary factors making a ng appioach critial.

1. Compmnies ae failing to provide @mprehensie protection br their emal systems on
their own LANs without major &deoffs in perbrmance and managbility.

2. Managel sewice poviders ofer clierts shaed use of lage deplymerts of software
originally deignel for single ompany use. Thisamoves visbility and @ntrol from the
cliert, fails & best-practice, and penalés legitimae emal delivery during d&acks and
peak usage periods.
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“ Attaclks targeting some of
their cusomers wil affect the
processing and delery of
messags for all other
cugomers sharing the same
sysem. ”

“ Providers have hung oo last
geneagtion content soring
methodologies for gpam and
virus fighing. ”

“ Others gruggle b accep
that emais transiting Manage
Sevwice Poviders @n mandomly
take baween minues and
hours to arrive & the intended
destination. ”

“ Mimecag does not apply the
flawed content soring
mechanisms thiahave both
seved and plagud the
anti-spam indusry for the past
few years.”
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3. Threats ae evolving and beoming moe severe s the financial ewards aailable or
even modentely @apable dtaclers gow.

4. The financial or@ampliance baed penalties for not providing alequae levels of
protection ae nowv beginning ¢ afect oganiations, either though irflated
managemenhcos, insuance pemiums or egulaory pressues.

Compnies ae failing on their LANS:

Despite the availability of so alled 'best of breed' emal gaeway g/stems, may
companies find thd they dill cannot o4 effectively asssemble and manage
comprehensie and sealable emdisecurity and policyantrol on their avn neworks
without introducing:

Undesirable single poits of filure within the emdidelivery peth.
Delivery perbbrmance degadation a peak usage time.
Signifiant in-house echnial expertise and dminigrative overhead.
The ongant risk of filse posities which disrupbusiness ommuniations.
Compl sg/stems with diparate managemeninterfaces.
Exposue to bandwidth loaing on their WAN@nnections.
As a esult of these shortomings, may compmnies seek ® augmen their emal

infragructure by using Manage Sevice EmdiSecurity Reviders. Thee poviders
howewer face challenge of their avn, that directly dfect the end user

Managed Sevice Poviders ae failing on the Iriernet:

Laiger managd sewice poviders ae now regponsble for delivering a &ir volume of
corporate emai traffic.

They are also esponsble for the signifiant slow down in the deliery of legitimae
business emds over the seond half of D06 and bgond, this slaving of mal flow being
attributable © outmoded or legacyechnology Some of thee poviders have recertly
acknavledgead their perbrmance poblems b their cusomers.

The two key reasons Manage Sewice Poviders sigh for their message deliery delgys
are:

1. The signifiant increases in pam and virus elumes.

2. Changs in the mesage drmats and deliery drategies usel by pammess.

While these issue ake realities on the Iternet they should not be uskas a onveniert
excuse br the fundamenal failure by the sevice povider o med their mog basic and
important obligdion - the timely deliery of legitimae emal messags to and fom
clients.

The oot causes of the perbrmance poblems ae technial:

1. No true multi-tenancy:The irfragructures deplyed by Manage Sevice Poviders
are assemblel using @rious softvare products tha were originally deignedl for
single ompany use. Thisanfiguration, cmbined with a simple SMTRlay
infragructure, does not allav them to assign gstem resources and full appliation
control to each cusomer independetly. Attacks targeting some of their cusmers
will affect the pocessing and delery of messags for all other cusomers sharing
the same gstem.
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“ S@m nowv acounts for 90 per
cert of the 50 bilion emals
sert each da, the majority of
which is image based. ”

“ARMda SMTHs Mimead's
next genemltion emal security
methodology ”

“ ARMa SMTP sends the
standad SMTPtack ly
introducing a seof proprietary
real-time ountermeasures
integrated with advanced
security echnologis. ”
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2. No processing priority 6r good mak Managel sewice poviders have implemented
security mé¢hodologies tha are predominartly focusel on blocking bd emals and
are not @pable of inelligertly prioritizing the pocessing and delery of legitimae
emal message & the same time. Duringteacks legitimae emals mus contend
with illegitimae messags for system resources, with malicious mesags often
winning due b the sheer vlume of tiaffic they geneate.

3. Inefficient resource inensiw tests: Providers ha/e hung oto last genestion
content saring mehodologies for pam and virus figting. These mehodologies
require the full eceig of the message b#ore rule pocessing an occur As a esult
they incur a signifant processing @erhead and perbrmance penalty deldng all
messags during an @ack or genaal inceases in traffic geneated by phenomenons
like pam 2.0.

Deliery delays mgy be plerable or een unddectable by some cliets; hovever mary
others gruggle b accep that emais transiting Manage Sevice Poviders an mndomly
take baween minues and hous o arrive a the intended degtination. Bdore these
change occured business emds usually ook only seonds b be deliered.

Threats ae evolving & financial ewards for succadul attackers giow:

In 2006 we sav a diamdic shift in the ontent and deliery drategies of gam and in
particular image bsed gock pomotion or "pump and dump" gam. Thee deliery
attacks ae succedul agains current genewtion emal security gstems fom software
companies and manage sevice poviders & \endors and sevices fail to keep pace with
the technologial alvances of the pamming ommunity.

These dtacks publicly demortsated the pawer tha criminal gangs and those with
malicious itent have over the Irternet. They demongrated an ablity to command \ast
armies of "ombie pc's" or botnts, often for sale or ent, each @pable of sophiscated
attack behaior. Mog worryingly havever, when the @olving datack mehodologies were
studied closely it demortsated that these criminals hee an eer advancing knavledge of
the multitude of emdisecurity echnologis and hev to breach them.

In Novrember 006, The Timg a lading UK boadshed, publishel the fllowing
information.

Unsolicied message have increased by up © 300% woer the mg four morths.

Up to one in twelve computers in British homg ae compromised, 600,000 a&

infected each dg, with an etimated 80% of esidertial broadband @nnections in the
US being@mpromisead by botnets.

Pump and dump image bed spam nov acounts for almog a 5th of unsoliciéd
emal, up from less than 1% inQ04.

Smm nov acounts for 90 per cehof the 3 billion emals sert each dg, the
majority of which is imagkbased.

80% of pam is ontrolled by 200 gangs ivolving 00-600 pofessional pammess.

Ten pammerss, baed mainly in Estern Euope ae regponsble for mog of the
unsolicied messags.
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“ Mimecag uses an On We
approach b protect g/stem
resources from processing
unnecessay, illegitimate or
malicious emdimessags. ”

“ Consitertly 98% of #acks ae
thwarted a the SMTP initigon
phase, 1.9% during SMTP
transmission phse, and 0.1% of
attaclks ae prevented pog
receid. ”

“ Maintains a ag matrix of
address b address whie-ligs
and use this idormation in
real-time o avoid the risls of
these unnecesay pam Ests.”
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In relation to pump and dumpteck pam, Gford Uniwersity found tha; if a pammer
invess $10,000 in a perngock hewvily touted through pam he sands b male
$133,000 wer a two day period.

The Solution - Mimeast ARMed SMTP:

ARMal SMTHs Mime@d's next geneition emal security méhodology It overcomes
the security reliabiity, cost and perbrmance poblems &ced by both @mpanies and
managel sewvice poviders and deliers ®mprehensie, salable emdiprotection.

ARMal SMTP ®tends the sandad SMTPtack ly introducing a seof proprietary
real-time @untermeasures inegrated with advanced security echnologis to
comprehensiely aldress both knavn and unknavn emal threats & OSl Igers 3 b 7.

How does it work?

ARMeal SMTRapplies security ésts to emal message & every phase of the plysial IP &
SMTP onversaion. To maimain the highet performance |leels ARMd SMTP use
real-time piotocol based techniques to look br the earliest possible opportunitis to
both reject poblemaic emals on the wie and b give legitimde message processing
priority. As the ery first paclets in a nev SMTP enversdion are sert ARMe&l SMTP
works to assess the legitimacy of the nssage.

Legitimacy ésts and risk ssessmens @ntinue from the initigion phase of the SMTP
conversaion through b transmission & accépnce phae. Seeral tests ae also applid
pog-receigd, as is end user policyootrol. ARMe&l SMTRncorporates a multitude of
reputation tests, logic ésts, mttern maches, anomaly ésts and heurisc analyses mos
of which ae appliel in real-time o the byte dream.

The diagam belaw illustrates the 3 phaes of deliery and seeral of the security ésts
applied by Mime@ad.

9 N
( Mimecast ARMed SMTP )
| 1. SMTP Initiation phase | | 2. SMTP Transmission phase | : | 3. Post receipt phase |
1.1 Good traffic prioritisation 2.1 Multiple virus signature s@nners 3.1 Additional content heuristic tests

» :
1.2 Reputation analysis 2.2 Virus mutation / variant tests ! 3.2 Client definable policies
_— > H

1.3 Delivery behaviour management 2.3 OS and app vulnerability exploit tests |

- |

1.4 Recipient validation 2.4 Content heuristic tests
-
L L

1.5 Client definable policies 2.5 Content anomaly tests
»
Ll ~

2.6 Message integrity checks

[ <+— Comprehensive layer 3-7 email security ——» j
" W,

How is this apppach different?

Mimecad's appoach is somémes referred to as anon the wire (On Wie) appoach. It
contrasts hevily with the traditional and dé&ed on the disk(On Disk) apmach usd by
mog LAN baed emal security poducts and manage sewvice poviders.

5.
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Traditional 'On Disk'dchniques rely on the full eceig of the emal message ¢ perform

the bulk of their securitydsts, wheeas Mime@d's unique On We technology applie
the bulk of the ésts bdore and during the tnsmission of theydes & the TCPIP session.
The On Disk appach is les dfective as it mnsumes signifiant processing paver and
machine esources @using vidile delivery slov dowvns a peak usage timg and during
virus and pam outbreaks.

On Disk m#ods ae also hevily reliart on quaantines and quaantine managemen
sysems & once the mssage is accegd it often requires a human ge to determine if the
classifi@tion has been orrect.

Attack Volume

/.,

>
Mimecast Throughput
with ARMED SMTP

Mail Volume

7

Managed Service
Provider Throughput

Mail Throughput

Mimecag uses an On W@ appoach b protect g/stem resources from processing
unnecessay, illegitimate or malicious eméimessags, without the neé to write lamge
amourts of emdli data to disk. This appach ombined with Mime@ad's unique Good
Traffic Prioritization (GTP) echnology ma& Mime@ad the worlds only Ihernet based
email security povider to offer holigic emal security b overcome the \arious dawbacls
of both LAN bsed and manage sewice povider apppaches.

Additionally Mimeagd is a fully inegrated multi-tenart platform. This enabkethe ARMd
SMTP mtocol to intelligertly cusomiz its behaiour and asign esources to clierts
processing and delery independetly and in eal-time without dfecting mal flows.

[ Traditional email security approaches J ( Mimecast ARMed SMTP J
P

Can not distinguish legitimate traffic until
after full message receipt if at all.

Intelligently prioritises legitimate traffic in
real-time.

Performance degradation during spam
/virus spikes and peak usage both inbound
and outbound.

Maintains near zero-latency delivery
performance levels during spam/virus
spikes and peak usage.

Breaks the transactional integrity of SMTP
via accept-then-reject/delete/quarantine
processing. This risks losing messages and
requires ongoing administration.

Maintains the transactional integrity of
SMTP so messages are never lost and there
is no administration overhead.

Effectiveness varies as illegitimate message
content and delivery strategies are adapted
to beat filters.

Consistently effective against all types of
unwanted and malicious content.

On Demand Security, Storage & Continuity
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What results has Mimeas ARMed SMTP achieed?

1. Consitently 98% of #acks ae thwarted a the SMTP initigon phase, 1.9%
during SMTP #msmission phse, and 0.1% oftiacls ae prevented pog receig.

2. Leaves 99.5% ofgam undelierable & source
3. 100% virus mtection record
4. Zeio mntent-based false positie emal processing

To achiee these indusry beating results, Mimeag began the deelopmert of an
innovative next genewmtion MTA early in 203. Mimeagd then signifiantly enhancel
their SMTPtack b create ARMe& SMTPThe abee results have been onsigently
achieved since the gstem was irtroducel to marlet late in 2004. Todg Mimead is
regponsble for handing milions of mesags for thousands of ampanies every day.

What is Mimeas ARMal SMTP articularly good &?

blocking nevly released (2ro day) viruses before signaures ae available by all
commercial A/ \endors

blocking curent, in the wid viruses and their ariarts

preventing bespoke targeted emal atacks from reaching pur end uses
protecting your directory daa from hawved attacks

preverting emal based denial of serice atacks from reaching yur nework
eliminaing all types of pam - including imagepam

blocking phishing and am emals

maintaining opimal delivery perbrmance of legitimee traffic during dacks
preventing ataclks male on one cummer from dfecting othes

awiding the misclssifi@tion of legitimae emals & am

providing full vidbility of your remote emal ports

enabling wyu to create exceptions and apply cusmizd rules in eal-time

The &ble belav shovs some of the lgers or potection povided by ARMel SMTP and
which work mog effectively to counter various dack types.
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One final criti@l succass fctor: Avoiding false positives

Mimecag works to repel both pam and viruss using ARM& SMTPIn pactice, eery

time an ani spam povider tests a legitimée emal they impose a Ieel of delivery risk
onto that message. Giing it wrong means thd risk @n translde into expensie losss
for the mmpany which vas relying on the ske passage of thmessage.

Mimecag works in two ways to ensue tha the risks of filse posities ae avoided:

Mimecagd tracks outbound ommuniations to learn and maitains a ag matrix of
address b address whie-ligs and use this ifformation in real-time © avoid the risls of
these unnecesay pam tests.

Seondly, Mimeag does not apply the flaved content soring mechanisms thighave
both sewed and plagud the arti-spam indusry for the pag few years. Whist in the
beginning échniques such a Bgesian soring worked to block gam succedully,
spammers hare nov comprehensiely tricked these ystems io making etirely
arbitrary decisions. Conmgmies working with indugries such a financial serices and
pharmaceutial sufer the mos, but practially every user of emdihas experienca a
legitimate emal being misclssified s pam by a ontent soring ystem.

Awiding flse posities, reducing aminidrative overhead, and guaanteeing the deliery
of legitimae emal has always been a &y research priority br Mimeag. This ha
ensued that Mimecag users aoid the ©4, risk and embaassmert of lod messags
without the neal to apply @minidratively irtense quaarntine monitoring.

Mimecad is different in seven important areas:

1. Sope:Mimecad is a 100% unifig solution poviding a single lmwser baed
command ceftre to manage all the &ditionally diparate emal managemen
sewvices lke securitylong erm gorage, @avanced MTA functions, and emhi
continuity.

2. Corrol: Mimeag is truly a multi-enart platform which povides each cusomer
with real-time visbility, congant control and insant configurability which emoves
all of the tature and ontrol trade-offs usually ssociged with a manage sewice.

3. Timing:Mimecad can be povisioned and deplged for your busines immeiately
so tha your emal managemenhprojects an meé deadlines or run ahed of
schalule.

4. Cos: Mimecad cods & leag 60% less than akrnaive appoaches to emal
managemehenabling cliets to g& more and esole all of the major eméissue
well within budge.

5. Security:Mimecag includes ARMd SMTP the indtisy's mos robug and irtelligert
emal security solution.

6. Storage:Mimecad's unique sorage grid €chnology Sor4, is fully inegrated into
the Mime@d platform offering the indusry’ss mos cos effective high perbrmance
long erm gorage, sarch, @mpliance and iformation managemensolution.

7. Cortinuity: Mimecad includes Alvays on Emdj so thd during ary loal disater
your end uses have Mime@g as an alernaive mal sewer with web based accas
to both nev emals tha can not \et be delivered to your sewver and hisorical mals.
This maks a geogaphially resilient messaging ifragructure available © compa-
nies of all sies.
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About Mimeast

Mimecad is the lading innosator in the Softvare as a Serice busines emdi
managemehmarket. The ompany provides best practice mesaging securipygorage,
continuity, business iformation managemenhand policy ontrol to clierts aound the
world via a unifie internet based architecture. Mime@ag was ounded in lae 2002, and
is headquartered in the UK.

Where to now?

Mimecag offers a pesonal lie demongration via the veb. To equest a demonsration
contact us on:

www.mimecast.com
info@mimecast.com

Mimecast UK & Euope Mimecast North Ameria Mimecas South Afria Mimecag Offshore

2-8 Balé St, khgs Coss, 275 Gove Steet, Buiding 2, Sui 400, Morningside Close @¢e Rark, Block G, 1$loor The Pwerhouse, Queens RdaSt Helier
London N1 9EG Newton, MA @466 222 Rienia Rod, Morningside, B663 Jesey, JE2 3AP

tel: +44 207 843 2300 tel: +01 47 663 5770 tel: +2 11 58 500 tel: +44 (0) 1384 752300

emai: inffo@mimeag.com emai: inffo@mimead.com emai: inffo@mimeag.co.za emai: inffo@mimeastoffshore.com



