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Most companies have the skill, systems and budgets to run standard in-house
mail servers. However, provisioning and managing the extensive stack of 
additional technologies needed to support business-class email drains the IT
resources of even the best equipped enterprises. Frequently tradeoffs are
needed to fit budget, current technology , skill and time constraints. W ith the
heavy demands already placed on IT teams, most corporate email architectures
exist suboptimally as a work-in-progress.

Mimecast changes this picture completely . It provides everything an enterprise
email strategy needs in a ready-to-use online best practice configuration. It
removes the growing risks and complexities of business email management with
a single web based platform at a fraction of the cost of alternate strategies.

Mimecast provides the software application services as well as the physical 
network, computing and storage infrastructure required to deliver
comprehensive unified email management. The service incorporates real-time
email continuity services, long term email retention with massively scalable
search performance, compliance, discovery and information management tools,
comprehensive email security and policy controls, the most sophisticated
online MTA and intra-organization routing functions. There are also advanced
business and email marketing tools.

Mimecast is a next generation Software as a Service company and is responsible
for the safe delivery , storage, and management of hundreds of millions of 
messages for thousands of businesses worldwide every day. IT staff at our
clients and partners have control over both their email environments and their
budgets. They now deliver superior money saving services to their end users. 

By connecting your in-house email infrastructure to Mimecast you can benefit
from a comprehensive set of services and a redundant carrier grade
infrastructure. Because Mimecast is built from the ground up for multi-tenancy ,
you retain real-time visibility , constant control and complete configurability
over all elements of your service.
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Achieving best practice enterprise email management with next 
generation Mimecast technology .
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The Mimecast Network

Summary of benefits:

1.

2.

3.

4.

5.

6.

7.

Unity: Mimecast is a 100% unified solution pro viding a single browser based command 
console to manage all the tr aditionally dispar ate email management services lik e securit y,
long term stor age, adv anced MT A functions, and email continuit y.

Control: Mimecast is truly a multi-tenant platform which pro vides each customer with 
real-time visibilit y, constant control and instant configur abilit y. This remo ves all of the feature
and control tr ade-offs usually associated with a managed service.

Timing: Mimecast can be pro visioned and deplo yed for y our business immediately so that
your email management projects can meet deadlines or run ahead of schedule.

Value: Mimecast costs at least 60% less than alternativ e approaches to email management
enabling clients to achiev e more and resolv e all of the major email issues well within budget.

Security: Mimecast includes ARMed SMTP , the industry's most robust and intelligent email
securit y solution.

Performance: Mimecast's unique stor age grid technology , Stor4, is fully integr ated into the
Mimecast platform offering the industry’ s most cost effectiv e high performance long term
stor age, search, compliance and information management solution.

Continuity: Mimecast includes Alw ays on Email, an emergency mail system, so that during
any local disaster y our end users ha ve an alternativ e mail serv er with web based access to
both new emails that cannot y et be deliv ered to y our serv er and historical mails. 
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1. Access and administration
Mimecast

180
Mimecast

Multi

Mimecast Command Console: real-time online system administr ation and configur ation.

Administr ator and end user login with authentication option against y our local 
domain controllers (e.g: MS Activ e Directory).

Multiple administr ator lev els with flexible permission settings. 

Audit log of system access, ev ents, policy creation and changes.

2. Physical infrastructure Mimecast
180

Mimecast
Multi

Gatew ay network for message receipt, processing, deliv ery and routing: triple
redundancy with geogr aphical div ersit y.

Mimecast application clusters: high performance 64 bit geogr aphically distributed 
hardw are platforms.

Stor4 stor age network for email data indexing, stor age and high performance
query retriev al: triple redundancy with geogr aphical div ersit y.

Redundant multi-site and multi-network load balanced internet connectivit y.

State-of -the art HA firew all infr astructure separ ating v arious tiers of the Mimecast
service architecture into secure function specific networks.

3. Advanced MTA functions Mimecast
180

Mimecast
Multi

Full online queue management with manual retry , bounce, filtered views and 
extended spool options.

Intelligent sender based email deliv ery thread allocation to ensure maximum
message throughput.

Adv anced inbound tr affic splitting for customers with multiple sites and mail
serv ers: automatic selection of message deliv ery route b y OU , group , domain and
network a vailabilit y.

Resilient inbound and outbound message routing with network triangulation,
load-balanced and fail-o ver route options.

Envelope rewriting rules b y domain and address.

Customizable system and user notification messages.

4. Visibility and reporting Mimecast
180

Mimecast
Multi

Real-time view of all SMTP connections and connection attempts.

Real-time view of all SMTP rejections and reasons for rejection.

Full policy action log and detailed tr ansmission data a vailable for ev ery message 
that tr ansits the system.

Centr aliz ed email bounce viewer for all failed outbound deliv eries with detailed 
support information. 

Adv anced gr aphing and charting of corpor ate email system usage patterns b y 
user, domain and compan y with custom report gener ation showing 
communication views b y both message and b yte count.
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5. Business continuity
Mimecast

180
Mimecast

Multi

Emergency mail serv er facilit y for end users, a vailable instantly if an inbound 
email queue builds up due to a failure in y our local email infr astructure - browser
based end user access to emails pending inbound deliv ery and access to a
configur able period of historical email. Full read, reply , attachment, and forw arding
features.

Message broadcast facilit y for DR announcements and customer communications.

Mailbo x pro xy and shared email data views to help oper ations being run b y
skeleton staff .

Corpor ate contacts list harv esting based on records of in and outbound ev ery day
email messages.

Queue repla y options to reco ver data to y our mail serv er if a restore from backup
causes a window of local data loss since the last good backup w as tak en.

Recovery of messages for end users that ma y ha ve been deleted or lost accidentally .

Manual online rerouting of queued items in the ev ent of a local outage to a remote
DR site.

6. Advanced email security Mimecast
180

Mimecast
Multi

Real-time virus & malw are protection with ARMed SMTP .
(See separ ate ARMed SMTP whitepaper for more information)

Real-time spam & scam protection with ARMed SMTP with effectiv e protection
against Spam 2.0.
(See separ ate ARMed SMTP whitepaper for more information)

Automatic spam test b ypass for known good correspondents with real-time
learning algorithm.

Manual Black and White list policies.

Attachment management rules with inclusiv e (allow only) and ex clusive (den y all)
sets and AD group based policy definition.

Centr al attachment quar antine area with online review and release options.

TLS email tr ansmission encryption policies - either optional or enforced b y
domain, group , or individual recipient / sender .

7. Advanced storage grid Mimecast
180

Mimecast
Multi

Policy based retention of both internal and external emails in a secure short,
long or v ery long term message w arehouse for records retention, forensic
disco very , compliance, information management, end user access and knowledge
sharing.

Up to 180
days

Up to 10
years

Data stored in a triple redundant geogr aphically div erse data stor age grid.
(See separ ate whitepaper on Mimecast Stor4 technology for more information)

Encryption of retained email content with unique k eys per client.

All retained email fully searchable with t ypical sub-second retriev al times across
multiy ear data stores.
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8. Compliance and discovery management
Mimecast

180
Mimecast

Multi

Permission based limitations on search par ameters with sa ved searches and smart 
folders for management personnel review and external and internal disco very
management.

Full audit tr ails of all search and access to retained data.

Abilit y to switch on/off content viewing rights for administr ators.

Audit log of all system access, ev ents, policy creation and changes.

Policy based disclaimer/legal notice assignment based on sender/recipient or
detected content.

9. Content management and control Mimecast
180

Mimecast
Multi

Real-time content examination policies with content analysis across email body
text, attachments, HTML, headers, and subject lines.

Large attachment handling with gatew ay based strip and link option for internal
or external recipients to download large files securely via http .

Attachment, block, "hold for review" and "pro vide URL to" policy options based on
size, t ype, group membership etc.

Image scanning in real-time for content policy enforcement (Q2 2007).

10. Risk management, monitoring and supervision Mimecast
180

Mimecast
Multi

Real-time content detection and policy enforcement with risk management
options: block, hold deliv ery pending review , reviewer workflow management,
bcc a group , add content (e.g: special legal notice), extend retention period,
and/or add to shared monitoring folder .

Email retention policies to retain copies of all or specific emails for review or
monitoring purposes.

Adv anced gr aphing and charting of corpor ate email system usage patterns b y
user, domain and compan y with custom report gener ation showing
communication views b y both message and b yte count.

11. Marketing tools Mimecast
180

Mimecast
Multi

Activ e stationery manager for legal notice, footer , signature and corpor ate
br anding management.

Corpor ate contacts list harv esting based on records of in and outbound ev ery day
email messages.

Personaliz ed footer insertion with dynamic mail merge from Activ e Directory based
end user metadata.

Adv anced mark eting campaign tools for discrete placement of corpor ate imagery ,
URLs and text into ev ery day outgoing emails.

Mark eting click tr acking tools for campaign measurement.

5.

On Demand Security, Storage & Continuity                                                                                       Online. Real-time. Always.           



6.

About Mimecast:
Mimecast  is the leading inno vator in the
Softw are as a Service business email manage -
ment mark et. The compan y pro vides best pr ac-
tice messaging securit y, stor age, continuit y,
business information management and policy
control to clients around the world via a unified
internet based architecture. Mimecast w as
founded in late 2002,  and is headquartered in
the UK.

How to buy:
Mimecast is a vailable through a network of
accredited resellers. Please contact us to find
out more.

Mimecast UK & Europe
2-8 Balfe St, 
London N1 9EG

tel:  +44 207 843 2300
email: info@mimecast.com

Mimecast North America
275 Grove Street, Building 2, 
Suite 400, Newton, MA 02466

tel: +01 617 663 5770
email: info@mimecast.com

Mimecast South Africa
Morningside Close Office Park, Block G, 
1st Floor, 222 Rivonia Road, Morningside, Ext 53

tel: +27 11 258 5300
email: info@mimecast.co.za

Mimecast Offshore
The Powerhouse, Queens Road,  
St Helier,  Jersey, JE2 3AP

tel: +44 (0) 1534 752300 
email: info@mimecast-offshore.com

Mimecast UK & Europe
2-8 Balfe St,
London N1 9EG

tel:  +44 207 843 2300
email: info@mimecast.com

Mimecast North America
275 Grove Street, Building 2, Suite 400,
Newton, MA 02466

tel: +01 617 663 5770 
email: info@mimecast.com

Mimecast South Africa
Morningside Close Office Park, Block G, 1st Floor, 
222 Rivonia Road, Morningside, Ext 53

tel: +27 11 258 5300  
email: info@mimecast.co.za

Mimecast Offshore
The Powerhouse, Queens Road, St Helier
Jersey, JE2 3AP

tel: +44 (0) 1534 752300 
email:info@mimecast-offshore.com


