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Server Load Balancing

With the demands of modern businesses, scalalofityervers is now seen as a critical
issue. The move to a centralised data centre solhis obvious cost savings with reduced
administration and management. However, these igptutdo cause problems when
managing the load and availability of the servensl @#he services they provide. The
increased criticality of the servers means théeitomes important to ensure up time and
performance at all time. This causes headachendoly organisations as they balance cost
and complexity with availability.

Stonesoft provides an extremely flexible platforar §ecurity and availability with the
StoneGate solution. With its ability to support tiple network links and multi-homed ISP
connections, it is ideally placed to balance tcafffi network server.

Multi-link provides support multiple Internet corui®ns simply and easily. This means
that it is possible to present a server on twoediit network connections maximising
availability should any one fail. Fortunately, St@ate manages this for you without
having to resort to complex DNS solutions.
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But this does not necessarily mean that this laddneing is for just one server. In fact a
pool of servers can be defined with the most slétabe selected to spread the load. This
can be done on a simple availability check, or es& a much more sophisticated agent to
provide more accurate information. This means thet now simple to present a pool of
servers on multiple network links without having resort to application re-writing or
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complex software based solutions. By providing ltteed balancing at the network layer,
compatibility is maintained and flexibility

Firewall Cluster /=
f P"‘r’:l

| ~
Internet | \ [\"‘"

y Server ', '5];?
Stomebate Pool ™ =

To further complement the Server Load Balancingvipled by StoneGate, a server load
agent could be used. Included as part of the Staree&blution, it is able to test for a large
number of conditions and feedback this informatiorthe StoneGate load balancers. It is
then possible to make a much more accurate dedmsead on the CPU load, amount of
disk space available and even if a process is ngnoorrectly or not. More sophisticated
tests can also be used; for example a URL cangbedi@nd its response compared as well
as supporting custom scripts for any unusual system

This data is then collected by the agent and catigtéed back to the StoneGate load
balancing system. These metrics are then weighteldaam accurate selection of which
server to use next is made. This evens out thebeadeen the servers and ensures that no
single one is overloaded, as can be the case auitidrrobin type load balancing systems.

The server load balancing can be manually maindaieasily. Network links can be
disabled if necessary and servers can be remoweddrpool for maintenance. This can all
be carried out from the management GUI remotelys Blase of management makes the
StoneGate solution uniquely easy to ensure uptime.
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Finally, the StoneGate solution is a fully-fledgécewall with EAL 4+ certification.
Additionally StoneGate can be easily clustered émave single points of failure and
maintain availability in all situations. Therefof®&toneGate is not only a server load
balancing solution, but an integral network segwsilution.

Server Load Balancing

» Allow for multiple connections, including ISP links be balanced
* Network based load balancing to reduce complexityienpact

* No third-party server load balancing solutions reskd

» Server agent to make accurate load decisions

StoneGate Solution

» Firewall — EAL 4+ with full stateful firewall wittapplication intelligence
e Clustering — ensure maximum uptime with load shpdilustering
» Central administration — enterprise class managearehcontrol
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Frequently Asked Questions

What is Server Load Balancing?

Server load balancing is where the traffic to a benof servers, typically two or more, is
intelligently routed to the most available destioat As far as the client whom is making
the network connection, the pool of servers is §myst a single server. The network load
is then balanced between the pool of servers ancehensures an even spread and the
highest availability as necessary.

What is the Sever Monitoring Agent?

With StoneGate, an agent is available to provideemealistic information as to what is
happening on a server. It is possible to use né&taeaailability as a test to use a server in a
pool, but this is not always the best guide forltda& on a particular server. Therefore an
agent is available to install onto the server wvigte more meaningful information to
StoneGate. Typically this will be data such as mgnusage, processor load, server
availability and even additional information suchfeee disk space.

How does StoneGate provide Load Balancing to Serv&?

StoneGate makes use of a special configuratioomtilled a “Server Pool” object. This

is then used in the rulebase for the firewall alf@hs one or more server to be in the pool.
Traffic to the server is then passed through thebase for security and then intelligently
routed to the best server to process that traffie. decision to send the traffic to which
server pool member is based on availability of #eatver as well as other data such as load
etc.
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Can StoneGate support Multiple ISP’s?

Yes, StoneGate can support multiple ISP connectimosigh the Multi-Link technology.
This means it is possible to load balance netwmaffi¢ from two or more Internet links to
two or more server pool members. This reducesnipact of a network failure such as an
ISP connection, the other Internet links will coni to process the network traffic. This
can be coupled with the server pool object soithatpossible to balance traffic to a pool
of servers on multiple ISP links with ease.

Is StoneGate now a single point of failure now?

If StoneGate is providing a server pool and is mgkise of multiple ISP links then yes, it
is now the single point of failure in the resilier@twork configuration. In this circumstance
is it highly recommended to make use of the inthalilstering that is available. It is then
possible to reduce the impact of a failure of aast pf the highly available solution to a
bare minimum. For organisations wishing to imprtwe availability of their externally
facing applications, this is a flexible and effgetsolution to do this.
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StoneGate Server Pool Configuration

Provide below is a sample configuration dialog Bmxa server pool object. In this case it
is possible to see that two ISP links have beed tsévo server members in the Pool.

netilla.example.com - Properties - |O] x|

nietilla, excample, com
I
hacluster. server.pool

F hocluster netlink.cogent 78,56, 120,202
F hocluster, netlink, sprink 39,44, 230,202 Enabled

Hpdate.. .

B dns.example.com |_ ftp.example.com

p-1.example, com.loca 1681,
Ftp-1 | local 192.165.1.211
p-2. example, com.loca 1681,

ftp-2 | local 192.165.1.212

oot ]

o

Further information is provided in the followingges.
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Defining External Addresses

StoneGate makes use of what is known as NetLinksttese that are used to provide the
multiple ISP support with the Multi-Link functiorig). Each NetLink defines the ISP and
address range in use.

External Addresses

MetLink, IF Address Status
& hocluster.netiink.cogent  [73.56.120.202 Enabled
& hocluster.netlink, sprink 39.44,230.202 Enabled

In the example above, there are two NetLinks incibrgfiguration. Each NetLink has an IP

address to which the Server Pool is to use. Bedhese are two ISP links each one has a

different address range. In this case there isconaection from Cogent and the other from
Sprint. The Server Pool is then available on bétihese specific addresses.

Defining Server Pool Members

Typically a server pool has two members in it. Hogreit is perfectly acceptable to have
just a single member. In this example there aresgvgers on two different IP addresses.

Server Pool Members

Element IF Address
B ftp-1.example.cam.local 192.163.1.211
B ftp-2.example.com.local 192.168.1.212

In this particular example the IP addresses are#gtsequential. However, there is no
restriction to the addresses used. They can béfenemt ranges and even different
locations. The only requirement is that StoneGatedirectly contact the pool members.
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Defining Traffic Allocation Scheme

By default a server pool makes use of a simple ectivity check for the members. This is
carried out by a simple ping message sent fronfieeall to the members to check they
are still available. If any member does not respihved it is assumed that it is not available
and hence is removed from the pool automaticaligffic is then routed to the other pool
members.

fllocate traffic bo servers by |-onnection LI

Manitaring: = Ping " Agent

It is also possible to use the Server MonitoringgAigwhich will feedback more accurate
information about a member server. A simple netwamknectivity check is not necessarily
the best guide and the agent on the server cantonatiher key metrics. Using the Agent it
is possible to directly check that the server psees are running as well as the overall load
on the server. This information is fed back to $t®ate and a more informed decision is
made on the selection of which server to use.

Dynamic DNS Support

When services are being made available to thenetethey are almost always accessed via
their domain name. Since StoneGate provides thigyatoi offer the same service on
different ISP connections, it is possible to us@yaamic DNS service.

¥ Enable Dynamic DMS Updates

DNS Server: Iﬂ dnis.example.com LI

When configured, the Dynamic DNS configuration wibinstantly check the ISP links and
should any one of the available links be unava@l@aDDNS update is sent. This means
that the ISP link that is not available will be ®red from the DNS resolution for that
particular service name. When the ISP link becoavedlable again, a further update will
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take place to add the IP address back in agais.flither minimises the impact of an ISP
failure on the availability of the network server.

Please note that it is not essential to use the®yn DNS configuration. By default all
TCP/IP clients will do a DNS lookup to convert theeme to an IP address. If the DNS
record for that name responds with two or moredéresses, the client will randomly
select one address to use. If that is unavailaislarfy reason the next IP address is used.
The Dynamic DNS system reduces the chances oh#ppening by ensuring that the
records are updated, but it is not essential tadhisdeature.
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Typical Deployment Scenarios

Two ISP connections — 1 Member to Server Pool

In this scenario, a single member server is madéadble on two separate ISP links to the
Internet. This adds availability and resiliencéte server in that it is accessible from two

different ISP routes. In this case there is stilya single server and it therefore not
possible to balance the load between multiple serve

Cliert

Router ! ISP 2

Server Pool &E
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Single ISP connection — 2 Members to Server Pool

In this scenario two separate member servers asepted to the Internet through a single
ISP link. This adds availability to the servicermenffered, as there are two servers to
share the load for the application being preseriedever, since there is only a single ISP
link there is still only one route to the Interaetd back.

Intemet

Server Pool

Client

&t

DS
Server
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Two ISP connections — 2 Members to Server Pool

In this scenario, the most popular by far, an @aiion is presented to the Internet on two
separate ISP connections. Additionally there amedervers that can be used for balancing
the load. Therefore in this scenario it is possiblstill carry on operating the application
even when one server and one ISP link is unavailabl

Server Pool &E
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Two ISP connections — 2 Members to Server Pool loeal on different sites

In this particular scenario there is little diffaoe to the one above. However, the locations
of the two servers are now in separate sites. SStmeeGate makes use of IP addressing
rather than location, the load is still balanceth®s separate servers in the pool.

Server Pool
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Separate StoneGate on Two sites — 2 x ISP, 2 x MeentServers

In this particular scenario the complexity is minatpher but the resiliency is also. Here, not
only are the member servers to the pool in sepait&e, but the StoneGate appliances and
the ISP connections are. Therefore it is possbj@ésent the service to the Internet even if
an entire site is not available. Additionally, frafwill be routed between sites if the
member server or ISP link is not available. Howetlegre is still a requirement for a direct
connection between the two sites and the Stonegpgiéeances are not clustered across the
sites.

Site 1
""- 1 Cliert
-
J :
. Router / ISP 1

&5

Router ! ISP 2

,
:
]

Cliert

DHS
Server

Server Pool
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Clustered StoneGate on Two sites — 2 x ISP, 2 x Mber Servers

This scenario represents the most complex, butllggha highest resiliency solution to the
Server Pool members. In this case the StoneGatmapgs are clustered, but across the
two available sites. This means that the impathéocapplication being presented to the
Internet is minimised to the smallest possible lledere full resiliency is provided for all
parts of the solution. However, it should be ndteat a direct link is required between the
two sites for the StoneGate communications asagediccess to the other sites ISP link.
Layer 2/3 switching typically resolves this netwadnnectivity issue.

Site 1
Cluster Node 1

-

2 Routey

¥,

\
/.F%'

*

Router/ ISP 2
Cluster Node 2

DHS
Server

Server Pool

Even though it is this last scenario that illustsathe clustering of the StoneGate
appliances, this facility is available on all sceos. It is strongly recommended to make
use of the StoneGate clustering for all scenaiimsest ensures that the appliance is not the
single point of failure for the solution. If clusiteg is not used then a failure of the
StoneGate appliance will prevent the solution figperating.
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