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Features at a glance:

e Best-in-Class Anti-Spam

¢ Phishing Protection

e Virus, Spyware and Trojan Protection

¢ DoS and Directory Harvest Attack
Prevention

¢ Inbound/Outbound Email Scanning

e Compliance Enforcement

¢ Email Application Firewall

¢ User-managed Quarantine

¢ Reports and Statistics

e Active Directory Integration

e Unlimited User License

¢ LAN Bypass Hardware Circuitry

¢ RAID-mirrored Storage
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ThreatWall 650

ThreatWall 250

ThreatWall™ Email Security Gateway

A Complete Solution for Spam, Email Security and Compliance

The ThreatWall Email Security Gateway combines everything needed for complete email security
and management. Our advanced Anti-Spam engine ensures your users and mail systems are
dealing only with quality mail, while both users and network infrastructure are protected by eSoft’s
industry-acclaimed Anti-Virus, Anti-Spyware, Anti-Phishing and Intrusion Prevention technologies.
For compliance and organizational policy enforcement, all inbound and outbound email is scanned
over both SMTP and POP3 protocols. User and admin-based quarantines allow flexibility to meet
any email handling policy. Hardware features such as RAID-mirrored storage and LAN-bypass
circuitry assure maximum performance under the highest load conditions.

Comprehensive Security

The ThreatWall Email Security Gateway provides protection against Viruses, Spyware, Trojans, and
other forms of blended attack. Powered by eSoft’s Reputation Services, the system also provides
ultra-effective Phishing defense for users on the network. The system automatically scans for
bot-nets and zombies, ensuring that network resources have not been compromised.

Simple Administration and Maintenance

The Email Security Gateway features ThreatMonitor™, a graphical management tool designed to
help IT managers better understand the behavior of email traffic and network threat activity. The
result is a system that is easy to deploy without requiring extensive training and time investment.
When deployed in transparent mode, it requires no configuration changes to the mail server,
allowing even faster deployment and management. The Gateway also deploys seamlessly in

most LDAP or Active Directory environments. Best of all, the eSoft Email Security Gateway has no
user-based licensing, assuring the system will grow cost-effectively with the organization over time.
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Summary reporting and
statistics help the organization
understand its email patterns
and potential risks




Best-in-Class Anti-Spam

The ThreatWall Email Security Gateway achieves an over 95% Spam catch rate. This is enabled by incorporating the latest Spam fighting
technologies such as reputation filtering, image filtering, Bayesian filtering, historical averaging, heuristic analysis, and SPF. With eSoft’s
Bayesian Teaching Tool, the device learns from actual user experience, resulting in a system that automatically improves its own efficiency
tailored to your organization. Separate Spam and compliance quarantines further simplify email management for the IT manager.

SpamFilter: Bayesian Filtering

Bayesian Filtering

Hoed Mare rewr? )

Bayesian Fittering works by examining & [aige number of messages to feam' which are spam and which are fegitimate.
Bayesian Filtering Enabled

Spam Leamed — {470

Non-Spamm Leamed — 786

Remaining —
Remaiting — 74

Still learming. Mot enough massages to bagin Bayesian scoring yet

Bayesian Teaching Tool
The Teaching Tool enables users to teach the Bayesian Fiiter by identiiying messages & Sparn of not Spam

Allovr Learning via Bayesian Teaching Tool Enabled
Management Address 199 45 143,168
Platform Add-n

Windows, SparFilter Add-In for Outlook 2000-2003

ayesian Teaching Tool Access Restrictions

Allow Teaching Tool Access

© Only From Trusted Networks

© Only Approved IP Addresses

@ Fram Anywhere

Caution: Allowing access from anywhere could allow spammers to teach your filter to allow their messages
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eSofts Distributed Intelligence Architecture TM

A sophisticated, self-learning
Bayesian filter automatically
learns how to treat both Spam

Version and non-Spam emails for the

Download

individual organization

Reset DB

The ThreatWall Email Security Gateway is powered by eSoft’s patented** Distributed Intelligence Architecture™ (DIA).

DIA incorporates a worldwide network of sensors, current users,
and industry alliances working in conjunction with eSoft’s
ThreatLabs and Threat Prevention Team to provide the fastest,

most reliable and scalable security infrastructure in the industry.

The result is a proven system that guarantees every eSoft
customer is protected at the highest level possible, all the time.

Email threats are constantly on the rise. eSoft’s Threat Labs
monitor millions of emails every day to isolate bot nets, Spam
relays and compromised servers. Potential Spam, Phishing
and Malware are all analyzed so updates can be distributed by
SoftPak Director™ and blocked before they are ever seen by an
email user. In addition, newly reported email attack trends from
the Threat Prevention Team keep eSoft on the leading edge of
security technology.

[ Threat Lab

[ Threat Prevention Team

ALLIANCES

| SoftPak Director™
SPD Server Array

eSoft Appliances

Subscription
Manager

R e
Signature Database

** U.S. Patent No. 6,961,773 B2




Email Content Filtering / Compliance Enforcement

Whether driven by compliance regulations or organizational policy enforcement, email content
filtering is becoming an increasingly important tool for the IT manager. eSoft’s Email Security
Gateway provides one of the most complete, easy-to-use filtering systems available.

The Gateway scans all incoming and outgoing email for user-defined keywords and phrases
embedded in the email body, as well as major attachment types. The Gateway can then be
configured to automatically reject, redirect, quarantine or tag and deliver filtered e-mails. To
prevent unintended filtering, the Gateway allows creation of custom “white lists” of trusted
senders, such as customers and business partners. The system also allows creation of custom
lists of file types to be blocked, such as .exe, .p2p, .asp, etc. Where most market solutions
filter only SMTP traffic, eSoft scans all POP3 traffic, providing compliance monitoring and
enforcement for hosted email services.

Email Content Filtering: File Attachment Settings Nowsstwstion? B)

Blocked File Attachment Type Settings
Messages containing altachments with extensions in the Active Types list will be handled wilh the selected Action.

Action ﬁ : :
o wiliocion o sani ,'iﬂ;;b " K Easy attachment strlpp'lng allm{vs
Send notification to administrator F Enabled the IT manager to restrict certain
puaable Tipes e types of files from entering the

bat network in the event of a Virus or

Worm outbreak

Other File Extension
jbat
To add an extension not in Available Types, 1 the extension in the appears.
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Email Content Filtering: Content Settings Need Mare Help? ‘?J
Content Filtering Enahbled
Incoming mail [] Enahled
Outgoing mail Enabled
Maximurm Size kB
Ahove Maximurm Size Action

Keywords to Filter

SpamFilter uses pattern-malching o find and filter messages contalning words and phrases you specify.
Flease refer to the Help if you are unfamiliar with wsing reguiar expressions, as ambiguous enlries can
reswltin undesired fitering resuits
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The Gateway allows complete customization
of keywords and regular expression strings to
help ensure enforcement of email policies
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Ultimate Email Security...

Ultimate Scalability

eSoft’s Email Security Gateway provides the
IT organization with unparalleled scalability.
With the simple addition of optional
SoftPaks and ThreatPaks, the system can
easily be configured for high-performance
Web Security, Network Application Security
and even as an Email/Webmail Server:

Web ThreatPak
0 Assure maximum workforce
%ﬁ‘ security and productivity by
7" monitoring and enforcing the
use of organizational Internet
resources. Web ThreatPak also protects
against legal liability brought on by
inappropriate/illegal use of the Internet.
Provides Instant Messaging (IM) and Peer-to-
Peer (P2P) control, as well as monitoring and
access enforcement of Social Networking
sites such as MySpace, Friendster and
FaceBook.

Network ThreatPak

Designed to augment an

organization’s existing firewall to

combat modern content-based

threats, Network ThreatPak
combines Active Intrusion Prevention,
multi-protocol Anti-Virus and comprehensive
Anti-Spyware with Instant Messaging (IM)
and Peer-to-Peer (P2P) control for complete
network protection.

Email / Webmail Server

For a cost-effective, feature-rich

alternative to Outlook/Exchange

or Lotus Notes. Features

include: SMTP/POP3/IMAP
email server, compatibility with any email
client, User/Group definable privileges,
distribution lists, shared calendaring/
contacts*, configurable forwarding/aliasing/
auto-responder, sender/local address
verification, SPF, SSL encrypted connections
(TLS), authenticated SMTP, Active Directory
integration, mirrored/multi-drop capable,
multiple domain support.
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*Future release



Part Numbers

Feature Specifications

Email Security Gateway

1 Year Subscription

ThreatWall 250 TW-250-E
ThreatWall 450 TW-450-E
ThreatWall 650 TW-650-E

Email Security Updates 1 Year Subscription

ThreatWall 250 TW250-EMAIL-1
ThreatWall 450 TW450-EMAIL-1
ThreatWall 650 TW650-EMAIL-1

Please visit esoft.com for additional part numbers

Phone: 303-444-1600 295 Interlocken Blvd., #500
Toll-Free: 888-903-7638 Broomfield, CO 80021
Fax: 303-444-1640 www.esoft.com

Anti-Spam

e SMTP and POP3 support

e Bayesian filtering

e Reputation filtering

¢ Image filtering*

e Content-based scanning / keyword filters
e Recipient and sender address verification
® SPF (Sender Policy Framework)

¢ Header validation

® MIME compliance checking

e Heuristic analysis

e Rule-based spam scoring

e Historical averaging

e SMTP protocol checking

e Real time black hole (RBL) lists

e Customizable white and black lists

Email Security

e Real-time Anti-Virus and Worm scanning
¢ Bot-net and zombie scanning

e Anti-Phishing, Anti-Spyware

e Protection from directory harvest attacks
e Application-layer mail server protection
e Exchange vulnerability protection

¢ Inbound and outbound scanning

e Internal email scanning

e Blocks DoS hacks

Technical Specifications

e Prevents header and content buffer overflows
e Stops embedded image exploits

e Attachment blocking and quarantine

e Compressed / archived file scanning

e Unlimited file sizes

Management

¢ Outlook integration

e Compatible with all email servers

e Reject, redirect and tagging email policies
e Multiple domain support

e Configuration diagnostics

e Administrator notification

e Syslog support with WELF formatting

* SNMP, NTP

e Admin and user-based quarantine access
e Spam and compliance quarantines

e Configurable quarantine notifications

e Drill-down reports, statistics and graphs
* | DAP/Active Directory/RADIUS integration
e Granular scoring configuration

¢ Email queue management

e ThreatMap global threat report

*Future release

ThreatWall 250
Chassis Desktop
Memory 256 MB DDR2, 533 MHz
Interfaces 4 Fast Ethernet
Front Panel LCD Display No
Quarantine/Storage 40 GB IDE
LAN Bypass/Failthrough
Emails per hour 7,500
Recommended Active Email Users 50
Transparnet Mode Yes
Relay (proxy) Mode Yes
Outbound Email Filtering Yes
Real-time ThreatMonitor Yes
LDAP/Active Directory Integration Yes
Per User Quarantine Access Yes
Compliance Quarantine Yes
POP3 Email Security Yes
Backup/Restore Yes
Syslog Support Yes
SNMP Yes
Built in mail server and webmail Optional

Power Supply 100-240v~1.5A ,47-63Hz
Weight 3.5 lbs. / 1.59kg.
Dimensions 9”x6.5”x2”

UL/CUL, Tuy, CE, vcCl
FCC

© 2007 eSoft Inc. eSoft, ThreatWall, InstaGate, ThreatPak, SoftPak, and SoftPak Director are trademarks and/or servicemarks of
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ThreatWall 450
1 u Rackmount

512 MB DDR2, 667 MHz
4 Gigabit Ethernet

Yes

80 GB SATA

Optional
20,000

Yes
Yes
Yes

Yes

Optional
100-240v~6.0A, 50-60Hz
16.5 Ibs. / 7.59kg.

17.5”x18 “x1.75”
44.45x45.72x4.44cm

Yes

Class A

ThreatWall 650
2 u Rackmount

1 GB DDR2, 667 MHz

6 Gigabit Ethernet

Yes

Dual 120 GB SATAw/
RAID-1 mirroring

Optional
75,000
500

Yes
Yes
Yes

Yes

Optional
100-240v~6.0A, 50-60Hz
19 lbs. / 8.63kg.

17.5”x 18 “x3.5”
44.45x45.72x8.89cm

Yes

Class A

ks are the property of their respective owners. U.S. Patent No. 6,961,773 B2.



